T\_hnolo g |

fin [CGld-27, 4658 97-109 153177 + cq



(rice intrare trebuie platita.6

Mihai Giugariu

Dr. SabinBuraga4 www.purl.org/net/busaco



>/

odesngnau/biound - mmm febeinguiges “1qQ

CeesteWeb-ul?



raspuns

Web-ul = spatiu informational compus
din elementede interes, numite resurse,
desemnatede identificatori globaliz URVIRI
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raspuns

Web-ul = spatiu informational compus
din elementede interes, numite resurse,
desemnatede identificatori globaliz URVIRI

detalii la www.w3.org/TR/webarch/
recomandareW3C, 2004
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resurseWeb

Aspecte de interes
identificarea
Interactiunea

reprezentareaprin formate de date
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resurseWeb

Aspecte de interes

identificarea ---W

HTTP o, . _
" Interactiunea

reprezentareaprin formate de date
Y limbaj(e)

de marcare
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Cum are loanteractiunea
dintre client(i) si server(e) Web?
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HTTP

HyperTextTransfer Protocol

bazatpe TCP/IPz veziRFC 2616

situat la nivelul aplicatie
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HTTP

HyperTextTransfer Protocol

protocol fiabil, de tipcerere/ raspuns

port standard deacces 80

HTTP/0.9, HTTP/1.0,HTTP/1.1
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HTTP arhitectura

Server Web
daemonz OOPEOEO DPOT OA

Client Web
navigator (browser), robot (crawler), player,8
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HTTP arhitectura

Server Web
Apache MS Internet Information ServicesLighttpd etc.

Client Web
Mosaicd Netscapel Mozillad Firefox,
Internet Explorer, Safari, wget, iITunes, Echofon8
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HTTP

Cererea& O4 OB Ol OOl
accesareaz eventual, modificareag OA B O A U
resursei viaURFul asociat

cerere

Client Server

Web b \Web
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HTTPtermeni

Mesa]

unitatea de bazaaunei comunicatii HTTP
(cerere sauraspuns)
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HTTPtermeni

Intermediar

Proxy
poarta

tunel
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HTTPtermeni

Proxy

localizatin proximitatea utilizatorulul
arerol atat de server, @t si de client

Client

Proxy

Web
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HTTPtermeni

Poarta (gateway)
Intermediar care ascunde serverutinta,
clientul nestiind aceasta

/

[ ——
Poarta

Client
—
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HTTPtermeni

Tunel

rol deretransmitere z eventual, criptata 7
amesajulul
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HTTPtermeni

Tunel

rol deretransmitere z eventual, criptata 7
amesajulul

context: protocolul HTTPS (HTTRsecurizat)
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avansat

HTTPS Everywhere is a Firefox extension produced as a
collaboration between The Tor Project and the Electronic Frontier
Foundation. It encrypts your communications with a number of
major websites.

Many sites on the web offer some limited support for encryption
over HTTPS, but make it difficult to use. For instance, they may
default to unencrypted HTTP. or fill encrypted pages with links
that go back to the unencrypted site.

The HTTPS Everywhere extension fixes these problems by
rewriting all requests to these sites to HTTPS. Firefox users can
get it by clicking here:

-

transmiterea criptata a datelor

vehiculate intre browsersi
aplicatille Web viaextensia
HTTPS Everywhere

~

/

The plugin currently works for:

Google Search
Wikipedia

Twitter

Facebook

most of Amazon

GMX

Wordpress.com blogs
The New York Times
The Washington Post
Paypal

EFF

Note that some of those sites still include a lot of content from third party
domains that is not available over HTTPS. As always. if the browser's lock icon
is broken or carries an exclamation mark, you may remain vulnerable to some
adversaries that use active attacks or traffic analysis. However, the effort
required to monitor your browsing should still be usefully increased.

HTTPS Everywhere can protect you only when you're using sites that
support HTTPS and for which HTTPS Everywhere includes rules. If sites
you use don't support HTTPS. ask the site operators to add it; only the site
operator is able to enable HTTPS support on a the site. If HTTPS Everywhere
doesn't include rules for a site you use, you can ask us or learn how to create
them.




HTTPtermeni

Cache

zonalocala de stocarez in memorie, pe dis
a mesajelor (datelor) la nivel de server/client

Dr. SabinBuraga4 www.purl.org/net/busaco



HTTPtermeni

Cache

zonalocala de stocarez in memorie, pe dis
a mesajelor (datelor) la nivel de server/client

context: asigurareaperformantei aplicatiilor Web
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HTTP mesaje

MesaJHTTP =antet + corp
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avansat

HTTP mesaje

©

MesaHTTP —antet + corp

T
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HTTP mesaje

Antet
Include omultime de cimpuri

Messagaeader:=fieldname™" [ fieldrvalue] CRLF

ad www.purl.org/net/busaco

urag

Dr. SabinB



CerereHTTP

Request:=MethodRequestJRIProtocolVersio@RLF
[ Messagédneadel] [CRLAMIMEdata]

 GET/index.htmHTTP/1.CRLAHost: www.pinguin.info
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HTTP mesaje

RaspunsHTTP

Statusline::=HT TRversDigitDigitDigitReason
CRLKContent

HTTP/1.200 OKCRLFé |

Dr. SabinBuraga4 www.purl.org/net/busaco



U
HTTP metode

GET

cerere 7 efectuatade un clientz pentru accesul
la reprezentareaunei resurse

codHTML, CSS AOA3AOEDPOh O.
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HTTP metode

HEAD

similara cu GETdar in mod uzual
sedorescdoar meta-date

e.g, tipul MIME alresursei, ultima actualizareh 8
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HTTP metode

POST

utilizata pentru trimiterea unor entitati
(date, actiuni) spre server

e.g, dateledintr -un formular Web
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HTTP metode

PUT

plaseazareprezentareaunei resurse pe server
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HTTP metode

OPTIONS

furnizeazaoptiunile dialogulul
dintre client & server

e.g, hegociereareprezentarii
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HTTP metode

DELETE

sterge o resursaz reprezentareaei z de pe server
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HTTP metode

Remarca

uzual, browser-ul Web ofera suport
numal pentru GETsI POST
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HTTP reprezentari ale resursel

Codificareasetului de caractere(encoding

1SG-8859-1 -° ‘w

1ISO8859-2
KOI8R
1SG2022-JP
UTF16 Little Endian
3
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HTTP reprezentari ale resursel

Codificareamesajelor

comprimare, asigurareaidentitatii
si/ sauintegritatil

gzip, compressh 8
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HTTPreprezentari aleresursel

Formatul reprezentaril

text
marcaje HTML, textobisnuit, cod JavaScript, format XM

Sau

Dr. SabinBurags4 www.purl.org/net/busaco

binar
iImagini (JPEG, PNGJocumentePDF resurse multimedia



HTTPreprezentari aleresursel

Tipul continutulul resursel

MIME type
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HTTP cimpuri latribute l

Content-Type

permite transferul datelor de orice tip

Conte{Type tip/subtip
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